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PREAMBLE

The Government of the United States of America and the Government of Ukraine,
hereinafter referred to as "the Parties" and separately as "a Party;"

With the goal of ensuring mutual protection of classified defense information which has
been classified by one of the Parties and released to the other Party or created in the process of
cooperation between the Parties;

Have agreed as follows:
ARTICLE 1

Classified defense information provided by one Party to the other Party, or to an officer
or other representative of the other Party, shall be protected according to the terms set forth
herein and in accordance with the laws and applicable regulations of the country of the recipient Party.

ARTICLE 2

Each Party shall promptly notify the other of any changes to its laws and regulations that
would affect the protection of classified defense information under this Agreement. In such
case, the Parties shall consult, as provided in Article 23, to consider possible amendments to
this Agreement. In the interim, classified defense information shall continue to be protected as
described in this Agreement, unless otherwise agreed in writing by the releasing Party.

ARTICLE 3

For the purpose of this Agreement, classified defense information is information that is
generated by or for the Department of Defense of the United States of America or the Ministry
of Defense of Ukraine or that is under their jurisdiction or control, and which requires
protection in the interests of national security of the Party by or for whom the information was
generated. The information may be in oral, visual, electronic, magnetic or documentary form, or
in the form of equipment or technology. The Parties shall, consistent with their national laws
and regulations, employ the following equivalent classification levels and markings:

For the United States of America For Ukraine
TOP SECRET OCOBJIMBOI BAXJIMBOCTI
SECRET HIJIKOM TAEMHO
CONFIDENTIAL TAEMHO
ARTICLE 4

Supplemental annexes under this Agreement may be concluded by the designated
implementing agencies, subject to written agreement by both Parties. For the Government of
the United States of America, the designated implementing agency shall be the Department of
Defense. For the Government of Ukraine, the designated implementing agency shall be the
Ministry of Defense of Ukraine.

ARTICLE 5

No individual shall be entitled to access to classified defense information solely by
virtue of rank, appointment, or security clearance. Access to the information shall be granted
only to those individuals whose official duties require such access and who have been granted a
personnel security clearance in accordance with the prescribed national laws, regulations, and
standards of the recipient Party. The Parties shall ensure that:
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A. The recipient Party shall not release the information to a government, person,
firm, institution, organization or other entity of a third country without the prior written
approval of the releasing Party;

B. The recipient Party shall afford the information a degree of protection equivalent
to that afforded by the releasing Party;

C. The recipient Party shall not use the information for any other purpose than that
for which it was provided, without the prior written approval of the releasing Party;

D. The recipient Party shall respect private rights, such as patents, copyrights, or
trade secrets, which are involved in the information; and

E. Each facility or establishment that handles classified defense information
received from the other Party shall maintain a registry of the clearance of individuals at the
facility or establishment who are authorized to have access to such information.

ARTICLE 6

The determination on the granting of a personnel security clearance to an individual
shall be consistent with the interests of national security and shall be based among other factors
upon all available information indicating whether the individual is of unquestioned loyalty,
integrity, trustworthiness, and excellent character, and of such habits and associates as to cast
no doubt upon his or her discretion or good judgment in the handling of classified defense
information.

ARTICLE 7

An appropriate investigation, in sufficient detail to provide assurance that the above
criteria have been met, shall be conducted by the Parties with respect to any individual to be
granted access to classified defense information covered by this Agreement.

ARTICLE 8

Before a representative of a Party releases classified defense information to an officer or
representative of the other Party, the recipient Party shall provide to the releasing Party an
assurance that the officer or representative possesses the necessary level of security clearance
and requires access for official purposes to the aforementioned information, and that the
information will be protected by the receiving Party in accordance with Article 1 of this
Agreement.

ARTICLE 9

Authorizations for visits by representatives of one Party to facilities and establishments
of the other Party, where access to classified defense information is required, shall be limited to
those necessary for official purposes. Authorizations to visit a facility or establishment shall be
granted only by the Party on whose territory the facility or establishment is located or by
government officials designated by that Party. The visited Party or the designee shall be
responsible for advising the facility or establishment of the proposed visit, and the scope and
highest level of classified defense information that may be furnished to the visitor. Requests for
visits by representatives of the Parties shall be submitted in advance through the United States
Defense Attaché Office in Kiev, in the case of United States visitors, and through the Ukraine
Defense Attaché Office in Washington, D.C., in the case of Ukrainian visitors.

ARTICLE 10

Each Party shall be responsible for safeguarding all classified defense information of the
other Party from the moment it is officially received, while the information is in transit,
transmission, or storage within its territory.

ARTICLE 11
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Each Party shall be responsible for the security of all government and private facilities
and establishments where the information of the other Party is kept and shall assure that for
each such facility or establishment qualified individuals are appointed who shall have the
responsibility and authority for the control and protection of the information.

ARTICLE 12

The information shall be stored in a manner that assures access only by those individuals
who have been authorized access pursuant to Articles 5, 6, 7 and 8 of this Agreement.

ARTICLE 13

Classified defense information shall be transmitted between the Parties through
government-to-government channels by authorized government officials, consistent with
criteria and standards specified in Articles 5, 6, 7, 8, 9, and 10 of this Agreement. The minimum
requirements for the security of the information during transmission shall be as follows:

A. Documents.

(I)Documents or other media containing classified defense information shall be
transmitted in double, sealed envelopes, the innermost envelope bearing only the classification
of the documents or other media and the organizational address of the intended recipient, the
outer envelope bearing the organizational address of the recipient, the organizational address of
the sender, and the registry number.

(2)No indication of the classification of the enclosed documents or other media
shall be made on the outer envelope. The sealed envelope shall then be transmitted according to
the prescribed regulations and procedures of the releasing Party.

(3)Receipts shall be prepared for packages containing classified documents or other
media that are transmitted between the Parties, and a receipt for the enclosed documents or
other media shall be signed by the final recipient and returned to the sender.

B. Classified equipment.

(1) Classified equipment shall be transported in sealed, covered vehicles, or be
securely packaged or protected in order to prevent identification of its details, and kept under
continuous control to prevent access by unauthorized persons.

(2)Classified equipment which must be stored temporarily awaiting shipment shall
be placed in protected storage areas. The areas shall be protected by intrusion-detection
equipment or guards with security clearances who shall maintain continuous surveillance of the
storage areas. Only authorized personnel with the requisite security clearance shall have access
to the storage areas.

(3)Receipts shall be obtained on every occasion when classified equipment changes
hands en route.

(4)Receipts shall be signed by the final recipient and returned to the sender.

C._Electronic Transmissions. Classified defense information transmitted by electronic
means shall be encrypted.

ARTICLE 14

Accountability and control procedures shall be established to manage the dissemination
of and access to classified defense information.

ARTICLE 15

A. Each Party shall stamp or mark the name of the originating government on all
classified defense information received from the other Party. The information shall be marked
with a national security classification marking of the recipient Party that will afford a degree of
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protection equivalent to that afforded to it by the releasing Party, in accordance with Article 3
of this Agreement.

B. The recipient Party shall not downgrade or cancel the classification level of the
received classified defense information without prior written consent of the releasing Party.

ARTICLE 16

A. Classified documents and other media containing classified defense information shall

be destroyed by burning, shredding, pulping, or other means preventing reconstruction of the
classified defense information contained therein.

B. Classified equipment shall be destroyed beyond recognition or modified so as to
preclude reconstruction of the classified defense information in whole or in part.

ARTICLE 17

When classified documents or other media are reproduced, all original security markings
thereon shall also be reproduced or marked on each copy. Such reproduced documents or media
shall be placed under the same controls as the original document or media. The number of
copies shall be limited to that required for official purposes.

ARTICLE 18

All translations of classified defense information shall be made by individuals with
appropriate level of security clearances pursuant to Articles 6, 7, and 8. The number of copies
shall be kept to a minimum and the distribution thereof shall be controlled. Such translations
shall bear appropriate security classification markings and a suitable notation in the language
into which it is translated, indicating that the document or media contains classified defense
information of the releasing Party.

ARTICLE 19

Prior to the release to a contractor or prospective contractor of any classified defense
information received from the other Party, the recipient Party shall:

A. Ensure that such contractor or prospective contractor and the contractor’s facility
have the capability to protect the information;

B. Grant to the facility an appropriate facility security clearance;

C. Grant appropriate personnel security clearances for all individuals whose duties

require access to the information;

D. Ensure that all individuals having access to the information are informed of their
responsibilities to protect the information in accordance with applicable laws and regulations,
and that these responsibilities are specified in respective contracts;

E. Carry out periodic security inspections of cleared facilities to ensure that the
information is protected as required herein; and

F. Ensure that access to classified defense information is limited to those persons
who have a need to know for official purposes.

ARTICLE 20

The releasing Party shall be informed immediately of all losses or compromises, as well
as possible losses or compromises, of its classified defense information, and the recipient Party
shall conduct an investigation to determine the circumstances. The results of the investigation
and information regarding measures taken to prevent recurrence shall be forwarded to the
releasing Party by the Party that conducts the investigation.



ARTICLE 21

Implementation of the foregoing security requirements can be advanced through
reciprocal visits by security personnel of the Parties. Accordingly, security representatives of
each Party, after prior consultation, shall be permitted to visit the other Party, to discuss and
view firsthand the implementing procedures of the other Party in the interest of achieving
reasonable comparability of the security systems. Each Party shall assist the security
representatives in determining whether classified defense information provided by the other
Party is being adequately protected.

ARTICLE 22

Expenses incurred by a Party in activities pursuant to implementing of this Agreement
are not subject to compensation by the other Party.

ARTICLE 23

Disputes which can arise from interpretations or application of the provisions of this
Agreement shall be resolved through consultations or negotiations between the Parties. During
such negotiations, the Parties shall continue to fulfill their obligations under this Agreement.

ARTICLE 24

A. This Agreement shall enter into force upon an exchange of notes between the Parties
indicating that their respective internal procedures necessary for its entry into force have been
completed.

B. Amendments to the present Agreement shall be made in writing with the mutual
consent of the Parties and shall enter into force in accordance with procedure stipulated for this
Agreement.

C. This Agreement shall remain in force for a period of five years and shall be
automatically extended annually thereafter, unless either Party notifies the other in writing
through diplomatic channels, ninety days in advance, of its intention to terminate the
Agreement.

D. Notwithstanding the termination of this Agreement, all classified defense information
provided pursuant to this Agreement shall continue to be protected in accordance with the
provisions set forth herein.

IN WITNESS WHEREOF the undersigned, being duly authorized by their respective
Governments, have signed this Agreement.

DONE in Kiev on this %\day of 4’0%4/‘(— , in the year Two Thousand and
Three, in duplicate, each in the English and Ukhinian languages, both texts being equally
authentic and having equal legal force.

FOR THE GOVERNMENT OF THE FOR THE GOVERNMENT OF UKRAINE
UNITED STATES OF AMERICA

]




YIojAa
MIDK
YPAAOM CIIOJIYYEHHUX IHTATIB AMEPUKHA
TA

YPSIJIOM YKPATHA

PO OXOPOHY CEKPETHOI IHOOPMAII Y COEPI OBOPOHHU
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IIpeamOyna

Ypsn Cronyvenux lltatiB AMepuku Ta Ypsix Ykpainu, Hagani pasoM — “Croposn”, Ta
okpemo - “CropoHa”,

3 METOI0 B3a€MHOTO 3a0€3IIE€YCHHSI OXOPOHH CEKpeTHOi iHgopmanii y cdepi 060poHH,
3acekpeyeHoi oxmiero 13 Cropin Ta mepenanoi immili Cropoi, abo crBOpeHOi B mpoueci
cniBpoOiTHUITBA MK CTOpOHaMH,

JIOMOBHJIUCH TIPO TaKe:
Crarra 1

Cexperna indopmarnis y chepi obopoHn, sika mepemactbes onHiero CTOpPOHOIO iHIIiH
Croponi, abo nocanopi#t 0co6i 4u npenacraBHUKy iHIIO! CTOPOHH, OXOPOHATUMETHCS 3TiJHO 3
TOJIOXKEHHAMH, BUKJIAJACHUMH y Iif YToAi, Ta BIANOBIAHO IO 3aKOHIB Ta iHIIMX HOPMATHBHO-
IIPaBOBUX aKTIB AepkaBu CTOPOHHU-0EPXKyBaya.

Crarrs 2

Koxxna CtopoHa cBO€YaCHO MOBIAOMIIATUME IHIIY HpO OYy/b-SKi 3MiHH y CBOIX 3aKOHaX
Ta HOPMaTHBHO-NIPABOBUX AKTaX, AKi MOXYTh BIUTMHYTH Ha OXOPOHY cekpeTHol iHdopmaitii y
cepi oboporu 3a miero Yromoro. Y Takomy Bumanaky CTOpOHH MPOBEAYTb KOHCYJBTAINii, K
nepexdadeHo cTarrero 23, 3 TUM 100 PO3MIIAHYTH MOXJIMBI MonpaBku 10 1€l Yrogu. Tum
4JacoM cekpeTHa iHpopmMailist y cdepi o6oponu Oylie Hazalli OXOPOHITHUCH, SK L€ mepeadadyeHo
1i€x0 YToz010, SKIIO PO iHIIIe MHCHMOBO He MOBioMuTh CTOpOHA-IKEPEITO.

Crarra 3

V miit Yroxi cexperHa iHdopmanis y chepi obopoHH - Iie iHopmaiis, BHpoOIeHA
MinictepctBoM o6oponu Cronyuenux llltatiB AMepuku aGo s HbOTO, 4d MIiHICTEPCTBOM
oboponu Ykpainu abo i Hhoro, abo ska nepedyBae MiJ| iX IOPUCAUKINIEIO YH KOHTPOJIEM, i
KOTpa 1noTpedye OXOpOHH B iHTepecax HalioHaNbHOI Oe3neku CTOpoHH, sIKOK0 abo /st sIKoi 11
iHopMmariis 6yna BupobneHa. Lls indopmanis Moxxe 6yTH B yCHiH, Bi3yalbHil, €IeKTPOHHIH,
MarHiTHi# abo JoKyMeHTalbHIH ¢opMmi, a Takox y ¢opMi o6nagHaHHS YU TEXHOJIOTII.
CtopoH#, 3riiHO 31 CBOIMM HallOHAJIBHHMH 3aKOHAMHU Ta 1HIIMMH HOPMAaTHBHO-IPaBOBHUMHU
aKTaMH, IPHAMATHUMYTh HACTYITHI MOPIBHAHHS CTYNEHIB Ta rpudiB CEKPETHOCTI:

Jlis Coonyuenux [1ltatis AMepHKH Jins }’Kpa'l'HH
TOP SECRET OCOBJIMBOI BAXIJIMBOCTI
SECRET HIJIKOM TAEMHO
CONFIDENTIAL TAECMHO
Cratra 4

Homatku a0 miel Yroauw MOXyTh OyTH YKJIaieHi YHNOBHOBaXECHHMH BHKOHYIOUMMH
BiIOMCTBaMH 3a IMCHMOBOIO 3rooi0 060x Cropin. Big Ypsany Cnonyuenux llTatiB AMepHku
YIIOBHOB@XXEHMM BHKOHYIOYMM BinomctBoM Oyne MiHicrepcto o6oporn CIIA. Bim Vpaxy
VKpaiHd yIIOBHOBaXEHUM BHKOHYIOYHM BiZIOMCTBOM OyJe MiHicTepcTBO 0OOPOHH Y KpaiHH.

Crarra 5
XoaHa ocoba He MaTUMe IpaBa JOCTYIy 10 cekperHoi iHdopmauii y chepi oGoponu

JHIIe 3 OTJIAAY Ha ii panr, mocany abo momyck. JlocTymn mo Takoi iHGopmanii HaJaBaTHMEThCH
TibKA TEM ocobaM, SIKMM BiH HeoOXifHWM Jis BUKOHAHHS CIyXOOBHX OOOB A3KIB 1 SKHM
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HAJJaHO OCOOMCTUH JONYCK 3riHO 3 BIANOBIAHUMH HAIiOHAJILHHUMHU 3aKOHAaMH, MpaBUJIAMH Ta
cranfapramu Ctoponu-ofepKyBada. CTOpoHH 3a0e31edyBaTUMYTh TaKe:

A. Cropona-ofiepXyBa4 He PO3KpHBATHME TaKy iH(pOpMalLilo ypsmoBi, ocobi, dipmi,
3aKiafy, Oprasisamii aGo iHmIH (opuanuHifi uyM Qisuunili 0cobi TpeTnoi Kpainm 6e3
HONepeHbOoi THCbMOBOI 3roiu CTOPOHH-IKEPEa;

B. Cropona-onepkysau 3a0esmnedyBaTHMe DiBEHb OXOPOHH OTPHMaHOI iH(OpMai,
€KBIBAJICHTHUH BiJMOBITHOMY PiBHIO 0X0poHH CTOPOHH-IKEPENa;

C. Cropona-oaepxxyBad He BHKOPHCTOBYBAaTUMeE IO iH(OPMAIiIO 3 OyIb-IKO0 iHIIOKO
METOIO, BIIMIHHOIO Bif Ti€l, JuIst sikoi BoHa Oyna HanaHa, 6e3 MOHmEpeaHbOI THCHMOBOI 3rOMIH
Croponu-mxepena;

D. Cropona-onepxyBau BH3HaBaTHME IIpaBa BIACHOCTI, Taki SK IIaTE€HTH, aBTOPCHKE
paBo abo KOMepIiHHY TaEMHHUINO, AKi TOB’si3aHi 3 Ii€ro iHdopMariero; Ta

E. Ha koxxHomy 06’exTi ab0 B yCTaHOBI, ie 00po6IIseThCs cekpeTHa indopMais y chepi
000pony, oTpuMaHa BiJ iHIIOi CTOPOHHU, BECTUMETHCS OOJIK JONMYCKiB 0ci® Ha LUX 06’ €KTax
abo ycTaHOBax, IKUM HaJIaHO JOCTYII JO Takoi iHdopmarii.

Crarra 6

Pimenns npo odopmieHHs Oynp-skifi ocobi mOmycKy BiamosimaTuMe iHTepecam
HamioHabHOI Oe3neku. BoHO  IpyHTyBaTMMeThcss Ha Beid HasgBHIM iHGopmamii IS
NIATBEPKEHHS, 30KpEMa, He3alepedyHol JOsUIbHOCTI 1iel 0cobu, 11 yecHOCTI Ta HamiHHOCTI,
Oe3oraHHoi pemyTamii, BiICyTHOCTI 3BHYOK Ta 3HAMOMHX, SKi BHKJIMKAIM 6 IMOHAHMEHIIui
CYMHIB IIOZO ¥oro abo i o0epeXXHOCTi UM PO3CYUIMBOCTI MHiJ 4Yac poGOTH 3 CEKPETHOO
iHopmMmariieio y chepi 060poHH.

Crarra 7

3 MeTol0 3abe3NedycHHA BUINOBIAHOCTI 3a3HauYeHMM Buie kputepisMm, CTopoHH
IIPOBOIUTUMYTH BIANOBIAHY AOCTaTHHO MOTTHOJIEHY MEPEBIPKY IO BiHOLIEHHIO 10 OYIb-AKOI
ocobu, sKii Oyne HamaHO OOCTYN A0 CEKpeTHOi iHopmalii y cdepi oOOpoHH, HA SKY
NOIINPIOETHCA i JaHOT YTOIH.

Crarra 8

Ho mnepemaui cekperHoi iHdopMaiii y cdepi obopoHH mMOCamoBoIO 0c0000 abo
npeactaBHUKOM onHiei CropoHM mnocanoBifi ocobi abo mpencTaBHUKY iHIIOI CTOpOHH,
Cropona-oziepxyBay MOBHHHA 3anieBHUTH CTOpPOHY-IDKEpENO B TOMY, INO ii mocaaoBa ocoba
abo mpeICcTaBHUK Mae€ JAOMYyCK HeoOXimHoro piBHA Ta motpebye AOCTYymy A0 3a3HAaYCHOI
iHpopmanii npu BHUKOHAHHI oQimiHMX OYHKIiIA, a Takox mo ud iHdopMaris Oynae
oxopoHaTHc CTOPOHOIO-0JIEpXKYBayueM 3riIHo 31 ctaTTero 1 miei Yroau.

Crarra 9

Jlo3Bi1 Ha BiJIBiIaHHS MpeacTaBHHKaMu oxaHiel CTOpOHM 00 €KTiB Ta YCTaHOB iHINOT
Croponu, SKIIO BOHO HOTpedye MOCTYIy 10 ceKkpeTHoi iHdopmauii y cdepi oOopoHH,
0OMEXYBATHMETLCSA KOJIOM 0Ci0 i BiBimaHHAMH, sKi HeoOXimHI g odinifiHux uineid. Jlo3in
Ha BiJIBigaHHs 00’ €KTIB Ta YCTAHOB HA/IABaTUMETHCS BUKIIOUYHO CTOPOHOIO, Ha 4uiil TepUTOPIi
pO3TamoBaHo O0’€KTH Ta YCTaHOBH, ab0 MOCaZOBUMHM 0CO0aMH, YHNOBHOBRXECHHMMH L€
CTtopoHo10. IMpuiimatoua CropoHa ab0 YMOBHOBaXEHI HE 0COOM HECTHMYTh
BiANOBiNANEHICTE 3a iHGOpPMyBaHHSA 00’€KTa Y YCTAHOBH PO 3allpOIIOHOBAaHHM Bi3HUT, 00CAT
Ta HaWBUUIHM CTyHiHb cekpeTHOI iHdopmamii y cdepi oboponu, sika Moxe OyTH HajgaHa
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BiIBiTyBady. 3amUTH Ha 31iHCHEHHS BI3HTIB NpejacTaBHuKamMM CTOpiH II0/IaBaTUMY ThCS
3a3JaJIeriib Yepe3 anapat Araimre 3 nutaHb o6oponu CIUA y Kuesi — 115 npeactaBHEKIB 3i
Cronyuenux llratie Amepuku, Ta yepe3 anapar Bilicbkosoro atamre ITocomscta Ykpainu y
Bammnrroni, okpyr Koxymo6ist, — 1S yKpaiHCHKUX IIPEACTABHMKIB.

Crarra 10

Koxuna CTopoHa HecTHME BiNOBiAANBHICTE 3 36epeskeHHs BCiei cexpeTHol iHdopMamnii y
chepi o6oponu inmoi CTopoHn 3 MOMeHTY 1T odiifiHOro oxepx anns, i yac il mepeBeseHHs,
nepenadi abo 36epiraHHs Ha TEPUTOPIi CBOET AepKaBH.

Crarra 11

Koxua CTopoHa HecTMME BiNIOBIJAIBHICTD 3a 3abe3leYeHHs pexXuMy CEKPEeTHOCTi Ha
BCIX [IEPXKABHUX Ta NPHBATHHX 00’€KTaX Ta yCTaHOBAX, [€ 3HAXOAUThCA iH(opMamis iHIIof
Croponu, i 3abe3nmeuyBaTMe NPH3HAYEHHS HA KOXHOMY TAaKOMy 0O’€KTi Ta B yCTaHOBi
KBali)iKOBaHKMX CHEialnicTiB 3 00OB’A3KaMM Ta IIOBHOBaXEHHSMH INOJAO KOHTPONIO Ta
OXOpOHH Takoi iHdopMmarlii.

Crarra 12
IHpopmaniss 36epiraTumeTscss B Takuit croci6, mwo6 3abesmedntH AOCTYn 10 Hei
BUKJIIOYHO 0co0aM, IKUM BIH HaAA€ThCA BiANOBIAHO /10 cTaTel 5, 6, 7 Ta 8 wiei Yroau.

Crarra 13

Cexperna indopmanis y chepi o6opoHu mnepemaBaTuMersess Mixk CTOpoHaMH yepes
MIKYPSJOBI KaHalIX YIOBHOBa)XKCHUMH IIOCAJOBUMH OCOOaMH BifIOBiZHO JO KpHTEpiiB Ta
CTaHAapTiB, BUBHAYCHHUX CTATTAMHU 5, 6, 7, 8, 9 Ta 10 wiei Yrogu. MiHIMaILHUMH BUMOTaMHU
mono Oe3neky iHGopmaii mix yac ii nepemadi 6yayTh Taki:

A. Illogo JOKYMEHTIB.

(1) Hokymentn abo iHmI HoOCii, INO MICTATh CeKpeTHy iHbopmMmariio y cdepi
000pOHHM, IIepe/laBaTHMYThCsl B MOJBIHHUX 3ale4aTaHHX KOHBEPTaX, HAa BHYTPILIHEOMY
KOHBEPTI 3a3HAYAIOThCS TINBKU I'PU(] CEKPEeTHOCTI JNOKYMEHTIB 4M iHINMX HOCIIB Ta axpeca
opraHizanii HOpPH3HAYEHOTO OJEpXyBaya, Ha 30BHIIIHBOMY KOHBEPTI 3a3HA4acThCs anpeca
oprasizalii oJiepxyBada, aJpeca Oprasizamii BilipaBHUKa i peecTparliftnuii Homep.

(2) Ha 30BHIIIHBOMY KOHBEPTi HISKHM YHHOM HeE 3a3HAYaTUMETHCS CTYIIHb
CEKPETHOCTI JOKYMEHTY 4H IHIIMX HOCIiiB, IO MICTAThCA B MakeTi. 3amedaTaHHil KOHBEPT
IOTIM TIE€peaBaTUMETLCS 3TiAHO 3 IIPUNHCAHMMH INpaBHJIaMH Ta mpouenypam# CTOpOHH-
IDKepea.

3) Ilin yac mepenmaui mMixx CTOpOHaMH MaKeTiB 3 CEKPETHUMH IOKYMEHTaMH Ta
IHIOMMH HOCISIMH 0)OPMITIOBAaTUMYThCSL PO3IUCKH IIPO OAEPXKAHHS; PO3MUCKA 38 JOKYMEHTH YH
IHII Hocii, sIKi MICTATBCS B IaKeTi, IiJNACYBAaTUMEThCS OCTAaHHIM OJEpPKyBadeM i
HOBEPTATUMETHCS BiIIPABHUKY.

B. Cekperne 00gagHaHHs

(1) CexperHe oOnagHaHHS NEPEBO3UTHUMETHCS B 3alJIOMOOBAaHUX  3aKPUTHX
TpaHCHOPTHHX 3acobax abo Oyne HaAlHO 3allaKOBaHMM UM 3aXHMINEHHM TaKHM YHHOM, 00
3al00irTH BIII3HABAHHIO HOTO JAETaNiei, i 3HAXOMUTUMEThCS MiJ IMOCTIHUM KOHTpPOJEM JUIs
3aro0iragHs JOCTYIY IO HbOTO HEYTIOBHOBAXXEHHX OCi0.

(2) ITix yac TuMyacoBoro 30epiraHHs mepes BiJNpaBIeHHIM CEKpeTHE 00JIaqHAHHS
PO3MIlllyBaTUMETECS B 30HAX 30epexeHHs, 0 OXOpoHMoThea. Lli 30HM OyayTh obnaaHaHi
CHCTEMAMH OXOPOHHOI CHTHaTi3amii a0o 3HAaXOAUTHMYTHCS I IOCTIHHMM HarasIoM
BApTOBUX, AKMM OdopMiieHO momycK. JlocTynm NO HUX 30H MarHMyTh TiUIBKH YIOBHOBAXCHI
0co0H, IKMM 0OPMIICHO JIOMYCK HEOOX1THOTO PiBHSL.

3) ITig yac KOXKHOT Mepeaayl ceKpeTHOro obnagHanHs "3 pyK B pyKH" Ha HUIAXY iX
CIiayBaHHSA 0(OPMITIOBATUMETBCS PO3MHUCKA [IPO OLECPIKaHHS.
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4) Posmucka 3aBipATUMETECS OCTaHHIM OJEPXKYBa4eM Ta IOBEPTATHMETHCS
BiILIPaBHUKY.

C. Ilepexaya Enextponnnmu 3aco6amu. Cekperna indopmauis y cdepi o60ponu, sika
nepelaBaTUMEThCsl  CIEKTPOHHMMH  3aco0am, 3amH(ppPOBYBAaTHMETHCA 3 BHKOPHCTAHHSIM
KpunTorpagiyHux 3aco0iB 3aXucTy iHGopMarii.

Crarrs 14

3 MeTOI0 3a0e3MeYeH s KOHTPOJIIO 32 PO3NOBCIODKEHHSAM CeKpeTHOT indopmauii y cdepi

060poHH Ta Joctynom 10 Hei CTOpoHaMH 3aCTOCOBYBAaTHMYTHCS BI/IIOBIHI TPOLIEAYPH OBIIKY
Ta KOHTPOJIIO.

Crarra 15

A. Koxna CtopoHa npocTapiaTuMe mTamn abo MapKyBaHHS 3 Ha3BOIO Ypsy-mKepena
Ha BCiH cekpeTHid iHpopmanii y chepi oGoponu, orpumaniit Bix immoi Cropomm. Lliit
inopmarii HagaBaTMMETHCA TAaKHH HAliOHAIBHWHA rpud cexpeTHOCTI CTOPOHH-ONEPIKYBaUa,
KM 3abe3nedyBaTHME PiBEHb OXOPOHH, EKBIBAICHTHHIl PiBHIO 0XOpoHH CTOpPOHM-IKEpena,
BIANOBIAHO 10 cTarTi 3 wiel Yroau.

B. Cropona-omepXyBad He 3HHXyBaTHMe ab0 CKacOBYBAaTHME CTYIiHb CEKPETHOCTI
OTpHMaHol ceKpeTHol iHpopMmanii y cdepi obopoHn 6e3 momepeaHLOi NMHUCHMOBOI 3rOIH
CropoHnu-mxepena.

Crarra 16

A. CexpeTHi JOKYMEHTH Ta iHIII HOCIi, IO MICTATH cekpeTHy iHpopmariio y cdepi
00OpOHH, 3HHIYBAaTUMYTBHCS CIATIOBAHHSM, IOAPIOHEHHSAM, DPO3KIANaHHAM a0o B IHIIMH
CII0ci0 TakuM YMHOM, 106 3amobirTH BiHOBJICHHIO cekpeTHO! iHdopMmallii y cdepi o6opoHH,
110 B HUX MICTUTHCH.

B. Cexperne obnafHaHHA PyHHYBaTHUMETHCS JO HEBIi3HaHHsS ab0 IEpPepoOIITUMETHCS
HACTUIbKH, 00 YHEMOXIMBHTH NOBHE ab0 YacTKOBE BIHOBJICHHS CEKPETHOI iHopmalii y
cdepi 0o6opoHH.

Crarra 17

Ilpn BIOTBOpEHHI CEKPETHHMX JOKYMEHTIB UM IHIDMX HOCIiB Ha KOXHIM Komii
BIATBOPIOBATHMETHCS a00 MPOCTaBIATUMEThCA MOBHHH rpud cexpeTHOCTI opuriHamy. Komii
CEKpPETHHUX JJOKYMEHTIB YH 1HIIMX HOCIiB OXOPOHATHMYTHCS B TaKHil )K€ CIIOCIO, K 1 OpUriHau.
KinbkicTs Koriit oOMexXyBaTHMETECS BiIIOBITHO A0 odiliitHol moTpe6u.

Crarra 18

Bci nepexnagu cexperHoi ingopmanii y chepi 000poHH BHKOHYBAaTHMYTHCS 0COOaMH,
KM HaJaHO JOIMYCK BiANOBiAHO N0 ctated 6, 7 ta 8. Kinbkicte xomiil mepexnany Oyuae
3BelleHa A0 MiHIMyMy, a iX pO3IOBCIOMKEHHS KOHTpPOJIOBaTUMEThcs. Ha mepexiamax
IPOCTABIATHMETBCS_BIANOBIAHUI IpHG CEKPETHOCTI Ta HAHOCUTHUMETHCS HAITMC MOBOIO, Ha SIKY
3pobJIeHO TIepeKia, Ipo Te, WO el JOKYMEHT ab0 HOCiIH MICTHTh CEKpeTHY iHdopmarioo y
cepi oboponu CtopoHHU-KEpENa.

Crarra 19
Ilepen nepenauero miapsaunky abo NOTEHNiMHOMY HiApAIYMKY Oyab-iKOI CEKPETHOL
inpopmarniii y coepi oboponu, orpumanoi Bin CropoHH-mKepena, CTOpOHa-oAepKyBad

IOBUHHA:

A. TapanTyBaTH, IO TaKWi MiAPSIMYAK YH MOTEHIIWHMH MiAPATYMK Ta 00 €KT
i IpsAIYHKa 30aTHI 3a0€3MeYUTH BiAMOBIIHY OXOPOHY L€l iHpopMartii;
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B. Hapatu 06’exTy BinmoBiaHmii M03BiN Ha IPOBAMKEHHS NisNIBHOCTI, MOB’S3aHOI 3
CEKpETHOIO iH(popMalri€ro;

C. Hapartu Bigmomimmi ocobucti jmomycksm BciM ocoGam, umi odimifiHi 060B’s3KH
noTpeOyOTh JOCTYIy O CeKpeTHOT iHdopmarii y cdepi o6oponu;

D. 3abesneuntu iHpopMyBaHHS BCiX 0Ci6, 10 MAIOTh AOCTYI 0 3a3HaYEHOI iHpOpMaI,
Ipo IX BIANOBIJANBHICTH 33 OXOPOHY M€l iHpopMamii 3riHO 3 BIANOBITHAMH 3aKOHAMH Ta
HOPDMaTHBHO-IIPABOBUMH aKTaMM, Ta BHM3HAQUEHHA Ili€i BiANOBINANBHOCTI Yy BiAMOBigHHX
KOHTpaKTax;

E. Ilepionnuno mpoBoanTu iHCHekuiiiHi mepeBipk cTaHy 6e3leKH Ha 06’€KTax, 1o
MaloTh 3a3HAYCHHH [03BiN, 3 METOIO TapaHTYBaHHsA BIALOBIHOCTI NpOLEAYp OXOPOHH
cexpeTHol iHpopMauii y cdhepi 06opoHu BUMoraMm miei Yroam;

F. lapantyBsary, mo noctynm g0 cekpeTHoi indopManii y chepi 0Goponu o6MexyeThes
naire ocobamu, AKUM 114 iHpopManis HOTpiOHa 1Jist BUKOHAHHS OQimiHHNX (yHKILiH.

Crarrsa 20

Cropona-jxepeno Oyne HeraiiHo mnoindopMoBana npo Oynab-sKy BIpary abo
PO3TOJIOIICHHS, a TAKOX PO MOXIMBY BTpaTy abo po3roJiolleHHs 1i cekperHol iHdopMmarii y
cthepi o6oponn, a CTopoHa-OIepXXyBad MPOBeJie PO3CIIIAYBAHHS Ul BCTAHOBJICHHS OGCTABHH
inuuaenty. CTopoHa, sKa MPOBOAMTH PO3CIiAyBaHHS, MOBiAOMAUTH CTOPOHY-IDKEPETO HpO
pe3yIbTaTH PO3CIIAYyBaHHS Ta 3aX0/IH, BXUTI U1 3a00iraHHs IIOBTOPEHHS IIMX BHIAKIB.

Crarra 21

BnpoBamkeHHs 3a3Ha4EHHX BHMOT LIOJO OXOPOHM CEKpeTHOI iHdopmaiii Moxe OyTu
HPHCKOPEHE MUIAXOM IPOBEAICHHS B3a€MHHX BI3HTIB CIELIaiCTIB y cdepi OXOpOHH CeKpeTHOI
inpopmanii Cropin. Bigmosimso, chemianicram y cdepi 0XopoHd cekpeTHoi iHdopmarii
xoxHoi 13 CTOpiH, Iic/Ig NIPOBEJEHHS MONEpeAHiX KOHCYJbTalii, OyIe HagaBaTHUCs J03BLI Ha
BiaBifaHHA 1HmMOI CTOpPOHH [UIs OOTOBOpeHHS Ta O0e3MM0CepeHbLOro O3HAHOMIIEHHS 3
nponexypamu iHmoi CTOpPOHH MO BIPOBa/PKEHHIO BUMOT INOJ0 OXOPOHH CEKPETHOT iHdopMarrii
B iHTepecaX [OCAIHEHHsS NPUHHATHOI aHaloriuHocri cucreM Oesmexn. Koxna Cropona
CHpHATHME 3a3HadeHUM BuIe B Hi CrarTi cremiayiictaM y BH3HAY€HHI HUMH aIeKBAaTHOCTI
PIBHIO OXOPOHHM CEKpETHOI iHGopMatii y chepi 060poHH, HajaHoro iHimow CTOPOHOIO.

Crarra 22

Butparu oxniei CTOpoHM Ha 3IiHCHEHHS 3aXO[iB IOJO iMIUIEMEHTail miei Yroad He
IUISIraroTh BiIIKOAYBaHHIO iHIIOI CTOPOHOIO.

Crarra 23

Cnopu, 1110 MOXYTh BUHHKHYTH y 3B’S3KYy 3 TIyMaueHHSIM a00 3aCTOCYBaHHAM II0JI0XKEHD
i€l Yroam, BUPILIyBaTUMYThCS IIUIIXOM KOHCYJIbTali# abo neperosopie Mix Croponamu. ITig
yac Takux meperoBopiB CTOPOHH MpPOJOBXKYBAaTHMYTh BHKOHYBAaTH CBOI 3000B’s3aHHS
BIATIOBIAHO 110 1i€i Yroau.

Crarra 24

A. 1l# Yroga HaOyBae uuHHOCTI micns oOMiHy CTOpoHaMH AMIIIOMaTHYHHMMHM HOTaMH
npo BUKoHaHHs CTOpOHAMM BHYTPILIHBOJEPKABHHUX MPOLEAY D, HEOOXINHUX A HabyTTs HEo
YHHHOCTI.

B. IlonpaBku mo i€l Yroau MoxyTh OyTH BHECEHI Y INHCBMOBiH (opMi 3a B3a€MHOIO
3rofor0 CTopiH Ta HabyBaTUMYTh YHHHOCTI BIQIIOBIHO J0 MIPOLEAYPH, Nepeadadenol A miei
Yronu.

C. La VYroma pxistuMe TPOTATOM IUSTH poKiB, 1 i xmis OylJe aBTOMaTH4YHO
NPOJOBXKYBATHCA HA HACTYMHI piuHi mepiomu, sximo xoaHa i3 CTOpiH y NHCBEMOBIH (opmi



yepe3 AUIJIOMAaTUYHI KaHaJlM He CIOBICTHTD iHINY IPO CBIM HaMip NPHIMHUTH Jif0 Hi€l YToau
TI0TIepeTHBO 33 JAEB’ IHOCTO JHIB.

D. Hespakaroun Ha npuOdHEHHs i uiel Yromaw, Bcs cekperHa indopmaris y cdepi
oboponn, nmepenana CTopoHaMH BiANOBimHO 10 Hiel Yroau, HianAraTEMe Hagali OXOpPOHI
3TiJIHO 3 TIOJIOXEHHAMHU YTOJIH.

Ha IMIITBEPIDKEHHA YOI'O Ti, mo HIK4Ye MiANMCATNCSA, MAlO4H HAeXKH1
[IOBHOBAXEHHs Bil YPSAIiB CBOIX JepXaB, MANUCAIN IO YTOLY.

BUMHEHO y nBox npumipHukax y M. Kuesi " H oo cap it IBi THCSY1
TPETHOTO POKY, KOXHHI AHIJIHCHKOI0 Ta YKPAiHCBKOIO MOBOKO, NIPHUYOMY BCi TEKCTH €
ABTEHTHYHHMH 1 MaIOTh OJHAKOBY IOPHMYHY CHIIY.

3a Ypsaa 3a Ypsan
Cnosryuyenux llITatiB AmMepukn Yxpainn

>

(/ ZWL’;S_ Eoeca | |
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